In Quantum Illumination (QI), a signal beam initially entangled with an idler beam held at the receiver interrogates a target region bathed in thermal background light, and the returned beam is jointly measured with the idler in order to determine whether a weakly reflecting target is present. Using tools from quantum information theory, we derive lower bounds on the error probability of detecting both specular and fading targets and on the mean squared error of estimating the reflectance of a detected target, which are obeyed by any QI transmitter satisfying a signal energy constraint. For bright thermal backgrounds, we show that the QI system using multiple copies of low-brightness two-mode squeezed vacuum states is nearly optimal. More generally, our results provide benchmarks for the best possible performance that can be expected from QI systems at all wavelengths, and at all signal and background noise levels.
In Quantum Illumination (QI), a signal beam initially entangled with an idler beam held at the receiver interrogates a target region bathed in thermal background light, and the returned beam is jointly measured with the idler in order to determine whether a weakly reflecting target is present. Using tools from quantum information theory, we derive lower bounds on the error probability of detecting both specular and fading targets and on the mean squared error of estimating the reflectance of a detected target, which are obeyed by any QI transmitter satisfying a signal energy constraint. For bright thermal backgrounds, we show that the QI system using multiple copies of low-brightness two-mode squeezed vacuum states is nearly optimal. More generally, our results provide benchmarks for the best possible performance that can be expected from QI systems at all wavelengths, and at all signal and background noise levels.
Quantum illumination (QI) is a quantum sensing protocol (see [1] for an overview of photonic quantum sensing) introduced by Lloyd [2] in which entanglement shared between a signal beam interrogating a target region and a locally held idler beam can be used to detect the presence of a weakly reflecting target better than any strategy using only a signal beam of the same energy, i.e., average photon number. In particular, Tan et al. showed that using multiple signal-idler modes prepared in the two-mode squeezed vacuum (TMSV) state allows a 6 dB improvement of the error probability exponent relative to a classical ladar (laser detection and ranging) system using the same energy [3] . Surprisingly -and unlike other sensing applications for which quantum advantage quickly disappears in the presence of decoherence [4, 5] -this QI advantage obtains when the target is bathed in background thermal radiation of brightness (i.e., per-mode energy) N B 1, due to which the initial signal-idler entanglement is lost. These results inspired much theoretical [6] [7] [8] [9] [10] [11] [12] [13] [14] and experimental [15] [16] [17] [18] work in QI, most of which is reviewed in the recent article [19] . Beyond the continuous-variable bosonic setting, the original proposal [2] has also been adapted to the discrete-variable setting [20] [21] [22] .
In this paper, we use tools from quantum information [23] to investigate the fundamental limits of bosonic QI systems in all regimes of signal and background noise strength and allowing for all possible choices of quantum states at the transmitter and quantum measurements at the receiver. We first derive a lower bound on the average error probability of any QI system that transmits an Mmode signal beam entangled with locally held idler modes under a total signal energy constraint N S . For N B 1, we show that the scheme of [3] using independently and identically distributed (iid) copies of TMSV states with signal brightness N S ≡ N S /M 1 achieves the greatest * nairanjith@gmail.com error probability exponent allowed by quantum mechanics, and that its near optimality persists for the detection of targets exhibiting flat Rayleigh fading. We also show that any QI system for estimating the reflectance of a detected target has a mean squared error that is at least half that suffered by the best classical ladar.
I. QI SETUP AND BACKGROUND
A general QI setup is depicted schematically in Fig. 1 . A transmitter prepares a quantum state of M entangled signal (denoted S) modes (annihilation operators {â 
Here h = 0 (1) indicates the absence (presence) of a target, η 0 = 0, and η 1 = η. The two hypotheses are assigned prior probabilities {π h } 1 h=0 . In order to focus on the fundamental physical limits, we assume initially that the target is specular and that the values of η and φ are known to the receiver. As in previous works [6] [7] [8] [9] [10] [11] [12] [13] [14] , each background mode is assumed to be in a thermal state ρ th (N hypotheses are indistinguishable if a vacuum state is transmitted. Since η 1 for standoff sensing, we have N
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Let |n S denote a product number state of the M signal modes with n = (n 1 , . . . , n M ). The most general QI strategy consists of preparing a pure quantum state
of the IS system (called transmitter hereafter) subject only to the total signal energy constraint
Here, {|χ n I } is any normalized set of idler states and {p n } is the probability mass function of the total photon number n = M m=1 n m in the S modes. In the Schrödinger picture, the evolution (1) corresponds to the output density operators
where Ψ = |ψ ψ| IS , id I denotes the identity channel on I, and the unitary phase-shift channel U φ and the noisy attenuator channel of transmittance η h and added noise N
The receiver makes the joint measurement on the returned and idler modes with outcomeȟ ∈ {0, 1} that minimizes the average error probability where P F = Pr[ȟ = 1|h = 0] is the false-alarm probability and P M = Pr[ȟ = 0|h = 1] is the miss probability. The lowest achievable P e is given by the Helstrom limit [25] :
P e [ρ 0 , ρ 1 ] = 1/2 − π 0 ρ o − π 1 ρ 1 1 /2,
where X 1 = Tr √ X † X is the operator trace norm. Since the trace norm is hard to calculate, we often resort to bounds on it.
To be useful, a QI system must have a lower P e than the best classical ladar, i.e., a transmitter that is in a coherent state or mixture of coherent states possibly classically correlated with idler modes. In [3] , it was shown that no classical ladar with signal energy N S can have an error probability lower than 
In particular, the exponent after the minus sign in the above expression is the best possible for a classical ladar and ηN S /4N B in the regime N B 1. In [3] , it was also shown that the transmitter consisting of M copies of the TMSV state |ψ ImSm = ∞ n=0 N n S / (N S + 1) n+1 |n Im |n Sm has error probability P TMSV e √ π 0 π 1 exp (−ηN S /N B )
in the regime of signal brightness N S = N S /M 1 and noise brightness N B 1, which is a 6 dB error exponent advantage over the classical bound (8) at the same N S .
II. METHODS AND RESULTS
In this paper, we are interested in performance bounds valid for arbitrary transmitters Ψ. A key tool we use is the decomposition of the noisy attenuator channels appearing in (5) in terms of quantum-limited attenuators and amplifiers. Specifically, we can write L η,N as the concatenation (see Fig. 2 )
with G = (1 − η)N + 1 andη = η/G [26, 27] . Here Lη := Lη ,0 . We also make much use of the fidelity between two states ρ and σ of a quantum system defined as F (ρ, σ) = Tr √ ρ σ √ ρ, which is an important measure of closeness between quantum states [23] . The fidelity satisfies the data processing inequality F (C(ρ), C(σ)) ≥ F (ρ, σ), where C is any quantum channel [23] .
A. Lower bound on QI error probability
We begin by using Eqs. (2) and (10) to write
Then, for any Ψ, we use the data processing inequality to get
≥ n p n µ n ,
where µ = 1 − η/(N B + 1), and the last inequality follows from the result of [28] , Sec. II. Using the inequalities P e [σ 0 , σ 1 ] ≥ 1 − 1 − 4π 0 π 1 F 2 (σ 0 , σ 1 ) /2 ≥ π 0 π 1 F 2 (σ 0 , σ 1 ) relating the Helstrom limit (7) and the fidelity for any two states σ 0 and σ 1 [29] , we get the bound P Ψ e ≥ π 0 π 1 ∞ n=0 p n 1 − η/(N B + 1)
on the P e of any Ψ. Further, convexity of the function x → µ x and Jensen's inequality give the Ψ-independent bound P QI e ≥ π 0 π 1 exp (−βN S ) ,
where we have defined the exponent β := − ln[1 − η/(N B + 1)]. Eqs. (14)-(15) comprise our first result. (15) shows that no QI system using signal energy N S can have an error probability exponent greater than βN S . In the lowbackground limit N B 0, we have that β η so the best possible exponent ηN S . This matches that achieved by a classical transmitter (8) and is consistent with earlier no-go results for QI advantage in this regime [6, 28] . In the high-noise regime N B 1, the optimum exponent ηN S /N B is attained by the TMSV QI system [3] (cf. (9) ). (14) explains why a TMSV QI system must use a large M in order to beat the classical performance (8) for any N B . Intuitively, the right-hand side of (14) decreases the more the distribution {p n } is concentrated around its mean N S . The variance of the total signal photon number equals N S (N S + 1) for TMSV QI, and is minimized when the brightness N S → 0 for fixed N S . More precisely, evaluating (14) gives:
Thus, for fixed M , the error probability of TMSV QI cannot decay exponentially with N S . However, if M → ∞ for fixed N S , (16) allows the exponential scaling of (15).
B. Targets exhibiting flat Rayleigh fading
At optical wavelengths, most target surfaces are rough and our model of (1) involving deterministic and known values for η and φ needs modification. For such targets, one typically assumes a Rayleigh fading model [30, 31] when h = 1 in which η and φ are independent random variables with η distributed according to an exponential probability density P (η) of mean η (the average reflectance of the target) and φ uniformly distributed over [0, 2π). In addition, we will consider the flat fading limit in which the values of η and φ do not vary over the M signal modes. Such a model also describes optical propagation through the atmosphere [32] and was used in [11] . With these assumptions, ρ 1 in (5) is replaced by 
while ρ 0 remains the same as before. In (17) , N (η) B = N B /(1 − η) can vary greatly with η, but the model is a good approximation provided that η 1, as is the case in practice.
With some more work (see Appendix A for details), the approach of Sec. II A can be extended to give the lower bound P QI;fading e ≥ π 0 π 1 / [1 + ηN S ln (1 + 1/N B )]
for any transmitter with signal energy N S . We see that for fading targets the error probability no longer decays exponentially with N S , generalizing the result of [11] derived for TMSV QI in the N S 1, N B 1 regime. In the same regime, it was shown that the sum frequency generation receiver of [10] can in principle achieve P TMSV e π 1 / [1 + ηN S /N B ] for ηN S /N B 1, while the best classical transmitter has a P e that is greater by a factor ln (ηN S /N B ) [11] . Comparing with (18) , we see that the TMSV performance is essentially optimal over all transmitters with the same N S . respectively. It is usual in the classical radar literature to assume that √ η has a Rayleigh distribution -see, e.g., Sec. 4.4.2 of [30] . Then η itself has the exponential probability densityP (η) = (1/η) exp (−η/η) supported on η ≥ 0. Strictly speaking, the probability that η > 1 should be zero since the target is a passive reflector. However, the above model is an excellent approximation classically as long as η 1, which is usually the case in practice. Quantum mechanically, however, Eq. (1) of the main text does not represent a physically possible transformation if η > 1. To deal with this issue, we replaceP (η) with the truncated exponential density
Again, if η 1, the discrepancy between (A3) andP (η) is slight. It is the probability density (A3) that appears in (A2) and Eq. (17) of the main text.
We can now proceed to develop our error probability lower bound. First, we observe that the squared fidelity F 2 (ρ, σ), like F (ρ, σ) itself [23] , is concave in each of its arguments [41] , so that we can write 
(A4)
Noting that the fidelity appearing in the integrand is φ-independent, we can apply the inequalities of Eqs. (12)-(13) of the main text to the fidelity and the bound P e [σ 0 , σ 1 ] ≥ π 0 π 1 F 2 (σ 0 , σ 1 ) used earlier to get the lower bound P Ψ;fading e ≥ π 0 π 1 1 0 dη P (η) ∞ n=0 p n 1 − η N B + 1 n/2 2 (A5) on the average error probability of detecting a fading target. For any given transmitter Ψ with corresponding {p n }, the right-hand side can be evaluated analytically in some cases, and numerically otherwise.
We can further derive an analytical transmitter-independent bound as follows. Applying Jensen's inequality to the quantity in brackets in (A5) gives 
which is Eq. (18) of the main text.
